


conformance as measured against a defensible set of requirements (typically derived from international standards).

           1.   
         2.   

◊ Instant recognition of product reliability, safety, security, and availability characteristics
◊ Independent industry stamp of approval
◊ Criteria for product selection during procurement 
◊ An easier way for end users to comply with industry standards and regulations

that their products have a high level of resistance to random hardware and “systematic” design failures. Compli-

Integrity Level (SIL) of a product’s hardware and software design, as well as its manufacturing and quality control 
procedures. 



C E R T I F I C A T I O N

◊     Product & Process Design Review - Review the product’s current design and testing processes against 
the requirements of the IEC 61508 standard(s) and identify any gaps.

◊     Reliability & Failure Mode Analysis - Complete a technical analysis for the product to assess that the de-
sign meets the technical requirements of the standard. This includes performing fault injection testing and 

◊     Proven in Use Evaluation - Perform a “Proven in Use” analysis if the basis of the IEC 61508 assessment 

◊  Requirements Traceability - Document the detailed assessment results (how / why each requirement of 

tion.

◊    Audit Project Deliverables - Perform a Final Assessment Audit to verify that the actual product develop-
ment documents and process as captured in the safety case meet the associated IEC 61508 requirements. 

tion report and publication on the Safety Automation Equipment List (www.sael-online.com).

company worldwide.
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control system products such as PLCs, controllers, digital protective relays, and communication modules. The program, 

 

exida provides the following services to validate the security and reliability of industrial automation products 

◊    Communication Robustness Testing (CRT) - Evaluates how well the product meets the ISA Secure EDSA 

platform.

◊    Functional Security Assessment (FSA) - Review how well the design meets the functional security re-

◊    Software Development Security Assessment (SDSA) - Reviews the product development processes 
used and evaluates how well the current processes meet the software development security require-

◊  Integrated Threat Analysis (ITA) - Documents threats that are mitigated by the features and functions of 
the product vs. those that are the user’s responsibility to mitigate.  

◊    Gap analysis - Reviews the existing development procedures to determine any major gaps between the 
requirements of the applicable standard(s) and the quality management procedures
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C E R T I F I C A T I O N

exida provides the following services to validate the security and reliability of industrial automation products against the 

◊ Common Requirements for Communication Robustness Testing (CRT) (ESDA-310, V1.47, 2010)

◊ Ethernet robustness test spec  (ESDA-401, V2.0, 2010)

◊ Functional Security Assessment (FSA) (ESDA-311, V1.4, 2010)

◊ Software Development Security Assessment (SDSA) (ESDA-312, V1.4, 2010)

F
product: 

◊ Functional Safety

◊ Functional Security

◊ Availability 

The goal of the program is to improve product / system performance by assessing ability to perform in critical situa-
tions. 

◊ How the product was designed

◊ How the product was tested

◊ How the product was manufactured

◊ How the product is likely to perform over time

                                                                                                                            

availabilityaaaaaavvvvaaaiilllabbbiillliiittttyyyyy

securitysafety



                                                                                                  

With the evolution of technology and incidents such as Stuxnet, it has become more apparent that security vulnerabilities can 
impact the operation of a safety instrumented system. 

and impractical proof testing requirements. This has resulted in failed system designs that are not safe. 

procedures 

Availability assessment ensures the dependability of automation products in critical applications. In most continuous process 
s 

the false or spurious trip rate of a product using standardized modeling and probabilistic methods. Trip rate data is combined 
with empirical data to help predict product reliability.

◊ Lower lifecycle costs - 
                     

◊ Independent, 3rd Party assessment ensures quality & reliability

◊ Easier compliance with international standards

◊ Reduces risk (accidents) and liability

◊ Helps ensure SIS is not overdesigned ($$) or under-designed (higher risk)



C E R T I F I C A T I O N

Through our extensive and on-going research, exida has developed advanced analysis tools that:

◊ Provide the most accurate results

◊ Reduce the project time and cost

◊ Provide essential customer design information 

How does exida help?

◊    Project Management - exida provides a dedicated project manager to keep the project moving and 
ensure scheduled completion

◊    Industry Recognized Evaluation Techniques - exida publishes detailed common language methods 
and procedures via our textbooks and reference books

◊    Market Support

ment.  Through marketing support and sales training, exida strives to help the whole organization 
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For more information or to request a quote:

Contact your local exida representative or visit our website at www.exida.com




